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INFORMATION GOVERNANCE REVIEW 

EVIDENCE SESSION: WORKFORCE EDUCATION, TRAINING & REGULATION 

Introduction 
In developing these questions, the Information Governance Review Panel has 

considered the impact of Information Governance on the new landscape in relation 

to the current and future provision of education, training and regulation of the 

workforce, including those in pre and post registration training as well as pre-

employment training.   

 “Professional development of clinical staff (both pre-and post-registration) and 

other professional staff should support new ways of working, collaborating, 

communicating and sharing information in secure and efficient ways between care 

professionals and with us as service users, patients and carers. Great leadership is 

paramount and needs to embrace and bring together the contributions of all 

workforce elements – clinical, general and informatics, as they all play distinct and 

interlinked roles in the successful flow and exchange and application of 

information across the health and care sectors. Equally, organisations outside of 

the health and care system are increasingly providing information and other 

support services to patients and service users. Close collaboration, sharing of 

knowledge and joint learning will deliver better outcomes faster” (Section 5.47 of 

The Power of Information: Putting us all of us in control of the health and care 

information we need) 

Position Statement 
The Information Governance Review Panel is open to receiving notice of other 

authoritative publications in the field of information governance and 

commissioning. In addition, in setting out the questions below the Information 

Governance Review Panel wish to stress they have NOT reached any conclusions 

and are using the questions to explore the subject matter, so any written input 

from any interested party on the subject of information governance and 

commissioning is welcomed - including answers to the questions posed. Similarly, 

organisations should not feel compelled to answer all of the questions posed, 

where they are specifically pertinent to others. These raise issues identified by the 

panel and are intended to stimulate discussion but need not all be regarded as 

essential. 
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QUESTIONS 

Please answer the following questions where relevant to you and/or your 

organisation.  Consider if there are specific requirements for the staff group(s) you 

represent: for example, nurses, doctors, social workers, social care staff, Allied 

Health Professionals, health care assistants, informatics, administrative staff (e.g. 

ward clerks, receptionists, records staff, medical secretaries, HR staff, Finance 

staff), care home staff, porters, cleaners and volunteers.  

Please consider the questions in relation to both pre-employment requirements 

e.g. health and care professional students, as well as for in-service requirements 

e.g. continuing professional development.  

Please note that by Information Governance training, you need to consider the 

following topics:  

• Information governance management,  

• Confidentiality, privacy, data protection, and the legal bases for using and 
sharing information 

• Information security 

• Record keeping, data quality and integrity of data for safe care & secondary 
uses 

• Record management for corporate records and freedom of information  

 

1. Terminology and Definitions 
One of the frequently voiced concerns detected early in the review’s progress 

has been around the richness of terms used and the variety of definitions for 

example; confidential information, sensitive personal data, identifiable 

information, patient information. This applies to the technical, clinical and 

legal aspects of information governance: 

i. To what extent do you think this is a valid concern in relation to the 
workforce’s understanding and application of information governance 
(IG) in practice? 
 

ii. Does the current education and training provision equip those in your 
organisation to understand terminology and definitions? If not, what 
needs to change?  

 

2. Education and Training 
 

Please consider these questions in relation to both pre-employment requirements 
for e.g. health and care professional students and in service requirements (e.g. 
continuing professional development).  
 
If you feel there are requirements for particular staff groups such as those listed at 
the top of this page, please include in your response. 
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a) Current provision of education and training and its impact on the workforce 
 

i. Please describe the current provision for education, training and support on 
information governance within your organisation.   Do you use locally 
developed and/or national resources and courses?  What core training and 
job-specific training do your staff and/or students receive? Is it 
contextualised and scenario-based?  
 

ii. Does your workforce know where to go to get information, support and 
training on IG?  
 

iii. How effective is the current training on IG in your organisation?  Does it 
equip your workforce to understand and apply IG principles to care where 
information is shared and transferred both internally and externally with 
other healthcare providers, social care, private healthcare providers, etc?   
 

iv. Do you have any specific issues around the current provision of education & 
training for IG? Please explain.  
 

v. Education and training should equip health and social care staff in 
understanding how to apply IG principles in the workplace and ensure they 
feel confident about taking the right decision in their daily working lives.   
How autonomous are your staff in making these decisions and do you think 
that your current education and training supports them to do this? Are they 
sufficiently knowledgeable about IG to deal with queries and situation 
before they become an issue?  
 

vi. Could you give us feedback on the IG training toolkit (https://www.igte-
learning.connectingforhealth.nhs.uk/igte ):  how it is received by staff; 
what works well and how could it be improved?  Is it appropriate for all 
settings? 

 
vii. There is evidence that when the workforce either does not understand, or 

misunderstands IG, this leads to failures to share information when it would 
be appropriate to do so and inappropriate sharing. This has a consequence 
that the quality of care provided can be adversely affected. How could 
training help prevent this? Please also consider this question in relation to 
both information security and data breaches.   
 

viii. Are you aware of any issues or incidents that could have been avoided from 
effective education, training and support?  If so, how could they have been 
prevented?  How do you implement lessons learnt from incidents both 
nationally and locally?  

 
b) Future provision of education and training: 

Thinking about the changes to how information will be used and shared in 
health and social care in the future: 
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i. What are the major challenges for workforce education and training on IG 
and information sharing in the health and social care arena? How can these 
be overcome? 
 

ii. What education, training and support should be in place and how would you 
like to see it being delivered, monitored and managed?  Is e-learning an 
appropriate medium for all staff groups?  
 

iii. What additional support is required for the workforce in addition to the 
training?   
 

iv. Should the training be tailored to the professions/role based? If so, what 
should each staff group/profession need to know?  Please comment on 
whether it should be a “one size fits all” approach?  Should there be a 
common curriculum? 

 
v. Which elements of IG training should be mandated and for which categories 

of staff? Please explain why/why not.  What should the frequency be?  
 

vi. How can we ensure that independent providers of health and social care 
deliver an equivalent level of education and training on IG to their 
workforce?  
 

3. Regulation & organisational requirements 
 

a) Regulation 
i. We have heard evidence that many organisations provide IG advice and 

guidance and that this can lead to problems of inconsistent advice being 
provided.  What support and guidance should come from professional bodies 
and education providers and other sources?  What are the benefits and 
disbenefits to so many sources of advice and guidance?  
 

ii. Should IG be included on all job descriptions?  If so, which elements should 
be mandated?  Please consider this list of topics:  

o Information governance management,  
o Confidentiality, privacy, data protection, and the legal bases for 

using and sharing information 
o Information security 
o Record keeping, data quality and integrity of data for safe care & 

secondary uses 
o Record management for corporate records and freedom of 

information  
 
iii. How important is knowledge of IG in relation to professional regulation? How 

do regulators take IG issues into consideration in relation to qualification 
requirements, continuing professional development (CPD) and pre-
registration requirements and fitness to practice investigations?  
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iv. What do you understand to be the personal consequences for IG failures 
either through negligence or misconduct? Do you perceive these to be 
enforced primarily through professional regulation or employment contracts 
and disciplinary measures? 

 
v. To what extent do you think staff should be held personally liable? What 

personal consequences and what enforcement mechanisms should there be?  
 

b) Organisational culture and IG 
i. Feedback from other sessions suggests that there is a negative attitude 

towards the role of IG; that it is a hindrance, rather than an enabler in 
providing effective care and service improvement.   
 
Is this true and what has been your experience?  Can you give reasons why 
you think this is case? If you think there is a negative attitude towards IG, 
what changes need to be made to move towards a more positive culture?  

 
ii. There have been some examples of difficulties in health and social care in 

finding a balance between organisational concerns around breaches in data 
security and data loss and the clinical need to share information.  How can 
education and training help overcome these difficulties?  
 

iii. How visible is the leadership for IG within your organisation? Do you feel 
confident that you and the staff within your organisation are aware of the IG 
structure and are there clear lines of communication/governance to (a) IG 
staff, (b) Board level leadership (Senior Information Risk Owner - SIRO), and 
(c) Caldicott Guardians? 

 
iv. As a manager yourself, or thinking about the management in your 

organisation, are Privacy Impact Assessments carried out for new projects 
and do you think the current IG training provides enough support for this? 
Have you ever undertaken a PIA: what support did you have and was it 
helpful? Was undertaking the PIA a helpful process in ensuring the legal 
basis for the processing involved in the new project? 
 

v. There are implications for commissioners asking for service improvement 
projects, which use identifiable data.  Experience indicates that senior staff 
are in need of education and training as they appear not to understand the 
information governance implications where this is the case. Does this reflect 
your knowledge and experience? How do you think senior staff might be 
persuaded of the need for training for themselves? 

 
vi. The public, patients and service users have a right to privacy and 

confidentiality and expect the NHS and Social Care to keep confidential 
information safe and secure. The security of information depends not only 
on technical solutions and professional behaviour, but on recruitment 
processes that ensure the identity of staff, subsequent processes that allow 
access to information, including the registration and allocation of smart 
cards, and associated processes when staff change jobs or leave 
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employment.    
 
How well do you think these processes are working?  What risks do you 
currently experience?  What risks do you foresee in transition and the ‘new 
landscape’? What could be done to improve the situation?”   
 

c) Social media and other emerging technologies  
i. Do you provide/have access to user awareness guidance/training for people 

who use social networking for health and care? (e.g. a social media policy, 
training courses, guidelines, including guidance on website filters) Do you 
think there should be more guidelines to promote user awareness of IG risks 
(e.g. identity theft, viruses, data leaks) through the use of social networks 
in health and care? What key IG risks do you think user awareness training 
should focus on? 
 

ii. Another innovation relates to staff members using their personal devices for 
work e.g. PDAs, smart phones, ipads and other tablets. Do you have a policy 
on, provide or have access to advice on use of personal devices and media? 
(often called Bring Your Own Device - BYOD). Do you think there are 
adequate guidelines on the IG risks? What key IG risks do you think user 
awareness training should focus on? 

 

4.  IG Specialists  
This category includes the following roles:  

• Caldicott Guardians,  

• Senior Information Risk Owner - SIRO,  

• Information Governance, Data Protection and Information Rights Staff  

• Information security staff 

• Health Records Management Staff 

• Registration Authority (RA) Managers  
 
In responding to these questions, please distinguish between these roles where 
you feel this is appropriate. 

 
a) Please let us know what your IG role is:  

 
 
b) Education and training:  
i. What IG-related training and development have you undertaken to support 
you in your role and how effective has it been?  Can this be improved and if 
so, how?  What additional training/development do you require to support 
you?  
 

ii. What education, training and professional development should be in place 
for a) IG specialists and b) IG managers? (Please include comments on 
curriculum, content, type of delivery, etc.) 
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iii. To what extent do you think knowledge of the law and case law establishing 
legal precedence is important to IG Specialists?  

 
c) Regulation, Qualifications and Certification  
iv. What is currently in place to register/professionalise IG Specialists? 

 
v. What should be in place for regulating IG specialists and managers? Should 

there be nationally agreed standards – e.g. national job profiles, minimum 
qualifications, membership of a professional body, etc.?  
 

vi. Do you think that IG specialists and managers should have on-going 
Continuous Professional Development?   
 

vii. Do you hold any professional qualifications and / or certification relevant to 
IG?  Do you think that professional qualifications/ certification should be 
associated with being an IG specialist/manager  
 

viii. When do you normally get involved in IG queries and issues from staff in 
your organisation?  How could the process for handling IG issues be 
improved?  
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Annex 1 
 
What is Information Governance? 

Information governance is the term used to describe the principles, processes, 

legal and ethical responsibilities for managing and handling information. It sets the 

requirements and standards that health and social care organisations need to 

achieve to ensure they fulfil their obligations so that information is handled 

legally, securely, efficiently and effectively. 

Information governance is essential for the lawful and ethical use of patient and 

service user information both for the benefit of the individual to whom the 

information relates and for the public good. 

Further Information can be found at: 

Standards Framework for Information Governance Information Standards Board 

website: http://www.isb.nhs.uk/library/standard/121  

National Information Governance Board for Health and Social Care: 

www.nigb.nhs.uk  

Department of Health 

http://www.dh.gov.uk/en/Managingyourorganisation/Informationpolicy/Informati

ongovernance/index.htm 

 


